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Objectives

o Define the role of the Internetworking Operating System
(10S)

* Define the purpose of a configuration file

 Identify several classes of devices that have the IOS
embedded

 Identify the factors contributing to the set of IOS
commands available to a device

» |dentify the IOS modes of operation
 Identify the basic IOS commands
 Compare and contrast the basic show commands
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Configuring Intermediary Devices

* Internetworking Operating System (I0S) and the related
configuration files are used to configure the devices

version 12.2
1

hostname Router
1

tinterface FastEthernet0/0
no ip address
duplex auto
speed auto
shutdown
1
interface Serial0/0
no ip address
shutdown
!
interface SerialQ/1
no ip address
shutdown

Rollover cable

Terminal emulator program
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10S

* |0S is the system software in Cisco devices
— basic routing and switching functions
— reliable and secure access to networked resources
— network scalability
e Stored in flash memory
— contents in memory are not lost when the device loses power
— allows the 10S to be upgraded to newer versions
« Supports different feature sets
— security
— addressing
— interfaces
— routing
— QoS
— managing resources
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Access Methods

« Console
— also known as the CTY line
— uses a low-speed connection to a computer or terminal
— a management port that provides out-of-band access

— used to access a device when the networking services have not been
started or have failed
| Telnet Access |

— initial configuration of the device |
| Serial Ports |
— password recovery

— disaster recovery
procedures and
troubleshooting
when remote
access is not

. | | Console Port l
possible T [ X 1

| Telnet Access | | Modem Access Terminal Access |

| FastEthernet Poris “ Auxiliary Port
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Access Methods (c

 Telnet or Secure Shell (SSH)
— Telnet sessions require active networking services on the device

— network device must have at least one active interface configured with a
Layer 3 IPv4 address

— establish a password for virtual terminal line (VTY) connection

— SSH provides stronger password authentication than Telnet and uses
encryption when transporting session data

e AUX

— establish a CLI session remotely via a telephone dialup connection
using a modem connected to the AUX port

— can also be used locally when there are problems using the console
port
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Configuration Files

customize the device
e Startup configuration file

Configuration files contain the software commands used to

— used during startup to configure the device

— stored in NVRAM
— loaded into RAM

* Running configuration file

— used to operate the
device
— stored in RAM

— changes to the running
configuration must be
saved

Copyright © 2008

NVRAM

startup-
configuration

At start up, startup-configuration is copied from
NVRAM to RAM and executed as running-
configuration.

\J
e Running-configuration

Configuration edits change
|::> directs device operation

£i .
runni At - configuration
RAM
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|IOS Modes

 CLI uses a hierarchical structure for the modes
— user executive mode (user EXEC)
— privileged executive mode (privileged EXEC)
— global configuration mode
— specific configuration mode

 Each mode is used to accomplish particular tasks
— a set of instructions available for that mode only

 Each mode is distinguished with a distinctive prompt

» Hierarchical modal structure can be configured to provide security
— different authentication can be used to control the level of access
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|OS Mode Hierarchical Structure

User EXEC Command-Fouter:-
ping

show (limdted)

enahle

Privileged EXEC Commands-Routerd
all User EXEC Comnmands

debuy commands
reload 2 Global Configuration Commands-Router (config)#
configure hostname
enahle secret
ip route
interface ethernet n::JInterf.ax:e Commands-Router {config-if)}#
serial ip address
hri ipx address1
etc. encapsulation
shutdowm/ no shutdowm
router rip .::Jllnuting Engine Commands-Router {config-
ospf router)#
- network
eig rp
TEr=10N
etc..
auto swmary
line vty -.;:_JLima Commands -Router (config-line) #
console password
etc. login
modem commands
etc..
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Command Prompts

 Each mode is uniguely identified by a command-line prompt
— prompt is composed of words and symbols to the left
— every prompt begins with the device name by default

Router>ping 192.165.10.5 <+— user executive
Router#ishow running-config <— privileged executive
Router{config)#Interface FastEthernet 0/0 <€— gk)balconﬁguraﬂon

Router({config-if)#ip address 192.168.10.1 2Z55.255.255.0 <— interface

Switchiping 192.165.10.9
Switch#ishow running-config
Switch{config)#Interface FastEthernet 0/0

Switchi{config-if)##lescription connection to WEST LANG
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IOS Primary Modes

e User EXEC mode

limited capabilities but is useful for some basic operations

first entrance into the CLI of a router

allows only a limited number of basic monitoring (view-only) commands
by default no authentication required to access the user EXEC mode
identified by the prompt ending with the > symbol

* Privileged EXEC mode

allows the execution of configuration and management commands
identified by the prompt ending with the # symbol
by default privileged EXEC requires no authentication

global configuration mode and all other specific configuration modes
can be reached from this mode
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Moving Between
User EXEC and Privileged EXEC Modes

FEouter cond is now available.

Fress RETIEWN to get started.

Router:> % Uszer-Mode Prompt
Eouterrenable
Fassword:

Foutery - Privileged-Mode
Routerfdisable

Router> =% User-Mode Prompt
REouterraexit

Copyright © 2008 Version 4.0

The enable and disable commands are used to change the CLI
between the user EXEC mode and privileged EXEC mode

|OS prompts for a password if password authentication is configured
— password is not displayed when typed

Ch11-12



Command Structure

e Command is the initial word entered in the command line

— commands are not case-sensitive

* Following the command is one or more keywords and arguments
— keywords describe specific parameters to the command interpreter
— an argument is a value or variable defined by the user
— an argument can be any text string of up to 80 characters

Router>ping 192.168.10.5

Keyword or
Argument

| |+ 1 1 1( ]
PROMPT COMMAND SPACE
, l |
TR

Fouter>show ip protocols

Copyright © 2008 Version 4.0
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|OS Command Conventions

Convention | Description

Boldface text indicates commands and keywords that are
entered literary as shown

Italics Italic text indicates arguments where the user supplies values
IX] Square brackets enclose an optional element (keyword or
argument)
| A vertical line indicates a choice within an optional or required
set of keywords or arguments
X | V] Square brackets enclosing keywords or arguments separated
by a vertical line indicate an optional choice
XY} Braces enclosing keywords or arguments separated by a

vertical line indicate a required choice
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IOS Command Examples

 Router> ping IP address
— the argument is the IP address

e Switch> traceroute IP address
— the argument is the IP address

* Router(config-if)# description string
— the argument applied to the interface is the text string
— the text string is 80 characters long
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« Context-sensitive help

CLI Help

provides a list of commands and the arguments associated with those
commands within the context of the current mode

enter the question mark, ?, at any prompt without the Enter key
get a list of available commands at the CLI prompt

display a list of commands or keywords that start with a specific
character or characters

determine which

options, keywords
or arguments are

matched with a

specific command

Copyright © 2008

Ciscoftel?
clear eclock
Ciscoftelock 7

sat BSet the time and date

Ciscoffelock set

% Incomplete command.

Ciscoffelock set 7
hh:mm:ss Current Time

Ciscotelock set 19:50:00

% Incomplete command.

Command explanations

Incomplete command messages

Invalid input messages

Variable formats

Version 4.0

Ciscoftelock set 19:50:00 7

<1-31> Day of the month

MONTH Month of the year
Ciscoffclock set 19:50:00 25 6

N

Invalid input detected at '*' marker.
Ciscoffclock set 19:50:00 25 June
% Incomplete command.
Ciscoftelock set 19:50:00 25 June 7

<1993-2035> Year
Ciscoffclock set 19:50:00 25 June 2007

Ciscol
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CL | Hel p (cont

° Command Syntax help The 10S returns a help message to indicate that

_ _ there were not enough characters entered for the

— when a command is submitted by command interpreter to recognize the command.
pressing the Enter key, the Switchifc

% Ambiguous command:'o!’

command interpreter parses the
command from left to right

— if the interpreter understands the

The I0S returns a help message indicating that
required keywords or arguments were left off the

command, the requested action is end of the command.
executed and the CLI returns to the Switch#>clock set

. % Incomplete command.
approprlate prompt Fwitch#clock =et 19:50:00

% Incomplete command.

— if the interpreter cannot understand
the command being interpreted, it
will prOVide feedback describing The I0S returns a "*" to indicate where the command
Wha.t iS Wrong Wlth the Command interpreter can not decipher the command:

Switch#feclock set 19:50:00 25 6

A

% Invalid input detected at '"' marker.
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CL | Hel p (cont

Error Message Meaning Examples How to Get Help

% Awhiguous not enough characters  Switch¥e Eeenter the command followred by a

command: *command’  entered for the 03 to ¥ Ambiguous command:'c’ question matk (7 with no space
tecognize the between the command and the
comumard guestion matk.

The possible kesarords that ywou can
eniter with the command are displayed.

4 Incowplete not all of the required  Switch#clock set Reenter the command followed by a

command. kevwards or % Incomplete command. question mark (7 with a space after
arguments wete last word. The required keyarords or
etiterad arguments are displayed.

% Invalid input comitiand was entered  Switchdelock set Reenter the command followed by a

detected at '*! incorrectly. The error 19:50:00 25 6 guestion mark (7] in a place pointed by

marker occutred where the - "“mark [t can be also needed to delete

caret mark (") appears. % Inwvalid input detected last keyword(s) or argumentis).
at '*' marker.
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Hot Keys and Short Cuts

CLI Line Editing

Tab Completes a partial command name entry.

Backspace Erases the character to the left of the cursor.

Ctrl-D Erases the character at the cursor.

Ctrl-K Erases all character from the cursor to the end of the command line.

Esc D Erases all character from the cursor to the end of the word.

Ctrl-U or Ctrl-X Erases all character from the cursor back to the beginning of the command line.
Ctrl-w Erases the word to the left of the cursor.

Ctrl-A Moves the cursor to the beginning of the line.

Left arrow or Ctrl-B Moves the cursor one character to the left.

EscB Moves the cursor one word to the left.

EscF Moves the cursor one word to the right.

Right arrow or Ctrl-F Moves the cursor one character to the right.

Ctrl-E Moves the cursor to the end of the command line.

Up arrow or Ctrl-P Recalls commands in the history buffer, beginning with the most recent commands.
Ctrl-R or Ctrl-l or Ctrl-L Redisplays the system prompt and command line after a console message is received.

Copyright © 2008 Version 4.0 Ch11-19




Hot Keys and Short

At t -h-éMore----- 0

prompt

Enter key

Displays the next line.

Space key

Displays the next screen (page).

Any alphanumeric key

Returns to the EXEC prompt.

Break keys

Ctrl-C When in any configuration mode, ends the configuration mode and returns to privileged
EXEC mode. When in setup mode, aborts back to command prompt.

Ctrl-Z When in any configuration mode, ends the configuration mode and returns to privileged
EXEC mode.

Ctrl-Shift-6 All-purpose break sequence. Use to abort DNS lookups, traceroutes and pings.

Note: Delete, the key to erase to the right of the cursor, is not recognized by terminal emulation programs.

Control key — press and hold the Ctrl key and then press the specified letter key.

Escape sequences — press and release the Esc key, and then press the letter key

Copyright © 2008
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Abbreviated Commands or Keywords

« Commands and keywords can be abbreviated to the minimum
number of characters that identifies a unique selection

« configure command can be abbreviated to conf
— only command that begins with conf
— con will not work because more than one command begins with con

e show command can be abbreviated to sh

 show interfaces can be abbreviated to show int or sh int
— keyword is abbreviated
— both the command and keyword are abbreviated
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Examination Command

« The show command is the basic examination command to verify
and troubleshoot network operation

 Use the show ? command to get a list of available commands

Eouter# show version Eouter# show flash Fouter# show interface
l RAM NVRAM | | Flash | 1
Internetwork Operating System
Active Tables and Backup Operating
Programs | Configuration | Buffers | Configuration File | Systems
File
Router# show processes CPO L Eouter$# show memory
Router# show protocols Eouter# show stacks
Routert show buffers
Eouter# show running-config Eouterft show startup-config
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show version

» Displays information about the currently loaded software version,
along with the hardware and device information

— 10S software version (stored in flash), bootstrap version (stored in boot
ROM), system up-time, system restart info, software image name,

router type and processor type, memory type and allocation

(shared/main), software features, hardware interfaces and configuration
register

Copyright © 2008

Eeputerfshow version

Ciaca 108 Softwars, 1841 Software (C1841-TEBEASEES-M}, Version 1% 4(11)T, RELERSE SOFTHARE (fo2)
Technical support: http://wew.cisco.condtechsupport

copyright {c) 188E-2008 by Cisco Systems, Inc.

compiled sat 18-How-06 15:20 by prod_rel tesm

FOM: Hysbem Bootstrap, version 12.3(Ar)T&, RELELEE SOFTWARE (fol)

Fouter uptime is 10 wesks, 4 days, 23 hours, 236 minutes
Syatem returned to ROM by power-on

syatem restarted at 16:43:31 UTC Fri Jan 26 2007

syatem image file is "flash:el8dl-ipbasekd-mz.124-11.T.bBin"

Cigco 1841 (revision 5.0) with 115712E/15360K bytes of memory.
Processar board ID FTXOS3ZW21Y

2 FaztEthernet interfaces

2 Low-szpaeed seriali{syncsasyne) interfaces

prAM configuration iz 64 bits wide with parity dizabled.

191K bytes of WVERM.

31360E bytes of ATA cCompactFlash (Eead/write)

configquration register is Ox2102

Eouterd

Version 4.0
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show Commands

Command

Description

show arp

Displays the ARP table of the device.

show mac-address-table

Displays the MAC table of a switch.

show startup-config

Displays the saved configuration in NVRAM.

show running-config

Displays the contents of the currently running configuration file or
configuration for a specific interface, or map class information.

show ip interfaces

Displays IPv4 statistics for all interfaces on a router.

show ip interface slot/port

Displays the statistics for a specific interface.

show ip interface brief

Displays a quick summary of the interfaces and their operational state.

Copyright © 2008
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|OS Configuration Modes

* Global configuration mode
— primary configuration mode
— changes are made that affect the operation of the device as a whole

— configure terminal (or conf t) command takes the device from the
privileged EXEC mode to the global configuration mode

» Specific configuration mode
— allows the configuration of a particular part or function of the IOS device
— Interface mode configures one of the network interfaces
— line mode configures one of the lines

- router mode configures the

parameters for one of the Intexface Router(config- ity
routing protocols Line Router(onfig line )
Routers Bouter{config-router)
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Navigating Between Modes

enable
User EXEC | Privileged EXEC
Router> ) disable Router#
A o
o
=4
£ e
o - =
AV g ™
c® ¢ )
specific 3
-]
Q.
v exit v
Specific config " Global config
Router(config-x)# | specific Router(config)#
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Devices Need Names

* Factory assigned default names can create confusion during
network configuration and maintenance

« |mportant to have confirmation that an attachment has been made to
the proper device when accessing using Telnet or SSH

e Aunique hostname should be
configured for each device 2 )

— start with a letter
— no space between characters
— end with a letter or digit

— Can have CharaCte s Of on |y Without names, network devices are
Iette rs ’ d Ig |tS an d d as h es difficult to identify for configuration

purposes.
— not more than 63 characters
e Document the names

-~
5
-~
-~
~

~
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Applying Names

 The hostname is configured in global configuration mode
— consider the location and purpose of the device

e The no hostname command removes the hostname and revert to
the factory default hosthame

CorpusHQ PhoenixHQ

Flour_Bluff

AtlantaHQ

Name network devices to identify them for
configuration purposes.

Router-

Router-enahle

Router#

Routerfficonfigure terminal
Bouter{config)fhostname AtlantaH(
AtlantaHQ{config)#

A
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Configuring Passwords

 Passwords are the primary defense against unauthorized access
— every device should have locally configured passwords to limit access
» Use different authentication passwords for each of these levels of
acCess
— console password
— enable password
— enable secret password
— VTY password
» Use strong passwords that are not easily guessed
— use passwords that are more than eight characters in length
— use a combination of upper and lower case and/or numeric sequences
— avoid using the same password for all devices
— avoid using common words such as password and administrator
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Console Passwords

e Limits device access using the console connection

 The console port of a device has special privileges
— It must be secured with a strong password to prevent unauthorized
personnel plugging a cable into the device and gaining access
« Theline console 0 command is used to enter the line configuration
mode for the console

Console Password

Switch(config)#line console 0
Switch(config-line) #password cisco

. A . Jwitchiconfig-line)#login
This configuration requires

a console login when the

switch is next accessed. Press RETURH to get started!
-L User Access Verification

Password:
Switch>

Password characters not displayed
when entered
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Enable and Enable Secret Passwords

 Enable and enable secret passwords limit access to the privileged
EXEC mode

« The enable secret command uses a strong encrypted password for
greater security

« The IOS prevents privileged EXEC access from a Telnet session if
no enable password or enable secret password is set

Enable Password

Fouter (config) fenabhle password =s=an fran

Enable Secret Password

Fouter (config)l#enable =ecret ci=co

)

Strongly encrypted password
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Virtual Terminal Password

 The vty lines allow access to a device via Telnet

« A password needs to be set for all available vty lines
— the same password can be set for all five vty connections

— often desirable that a unique password is set for one line as a fall-back
for administrative entry to the device

 Login command prevents Telnet access without first acquiring
authentication

Virtual Terminal Password

Fouter (config)f#line vty 0 4
Fouter (config-line) #password ci=sco

Fouter (config-linei#login
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Encrypting Password Display

« All passwords are shown in plain text when viewing the
configuration file

— only the enable secret password is encrypted

— the unencrypted passwords are visible in the configuration file when the
show running-config or show startup-config command is executed

« The service password-encryption command applies weak
encryption to all unencrypted password

— encryption does not apply to passwords sent over the media

— keeps unauthorized individuals from viewing passwords in the
configuration file

— once encryption is applied, removing the encryption service does not
reverse the encryption
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Login Banner Messages

Provide a method for declaring only authorized personnel should
attempt to gain entry into the device

Banners can be an important part of the legal process in the event
that someone is prosecuted for breaking into a device

Any Wordlng that Implles LAB_A[config]#ban r motd # This is a secure system. Authorized hAecess CWNLY!!! #

a login is “welcom&”> or 7
. . . Delimiting characters not included in message
“@1" nvited?” | S not
. This configuration results | LI
approp”ate in this message of the day LAE A conl iz now availshle

banner
Press RETUFN to get started.

The banner can include
scheduled system L
shutdowns and other oo
useful information that L5 ienabile
affects all network users s

This iz a secure system. Authorized hccess
> oMLY ! 1!

LiE b#
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Modifying A Running Configuration

 Make the changed configuration the new startup configuration
— use the appropriate showc ommand to verify the

— use the copy run start command to save the active configuration to
NVRAM

Router# copy running-configuration startup-configuration

* Return the device to its original configuration
— restart the device using the reload command
— do not save the changes when the reload is initiated

« Remove all configuration from the device

— use the erase startup-config to remove the startup config if undesired
changes are saved
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Backing Up Configurations

» Configuration files can be stored on a Trivial File Transfer Protocol
(TFTP) server, a CD, a USB memory stick or a floppy disk

 Use the copy running-config tftp command to save the active
configuration to a TFTP server

— specify the IP address of the TFTP server

Fouterfcopy running-config tEftp

Femote host []2? 131.105.2.155

Namme of configuration file to write[tokvo-config] ?tokyo.:z
Write f£ile tokyo.2 to 131.105.2.1557 [confirm] v

Writing tokyo.2 !0 00D TOKE]
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Backup Configurations With Text Capture

 The active configuration can be saved to a text document using a
terminal emulation program such as HyperTerminal

« Configuration file can be edited or reuse later
o Start the text capture process
— Transfer A Capture Text
— specify a filename and location to save
— click Start to begin the text capture
» Execute the show running-config command
— text displayed in the terminal window will be placed in the chosen file
» Stop the text capture process
— Transfer A Capture Text A Stop
View the output to verify contents of the file
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Restoring Text Configurations

* Open the text document containing
the saved configuration using a text
editor program such as Notepad

« Copy all the text displayed in the
Notepad

e Onthe Edit menu in the
HyperTerminal window, click Paste
to Host

— device must be in global config
mode before pasting

Copyright © 2008 Version 4.0

I feb2006.txt - Notepad

File Edit Format Miew Help

Co#sh run
Building configuration...

current configuration : 2301 bytes

wersion 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|

hosthname Co
|

enable password cisco
|

username R1 password O Cisco
username R2 password 0 cisco
username R3 password 0 cisco
ip subnet-zero

ip cef

|

!

no ip domadin-Tlookup

ip host R3 200.100.3.5

ip host RZ 200.100.2.5
ip host R1 200.100.1.5
I

isdn switch-type primary-ni
!

4
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Configuring Interfaces

All interfaces are accessed by issuing the interface command at the global configuration prompt.

In the following commands, the type argument includes serial, ethernet, fastethernet, and others:

Router(config)# interface type port
Router(config)# interface type slot/port
Router(config)# interface type slot/subslot/port

The following command is used to administratively turn off the interface:

Router(config-if)# shutdown

The following command is used to turn on an interface that has been shutdown:

Router(config-if)# no shutdown

The following command is used to quit the current interface configuration mode:

Router(config-if)# exit

When the configuration is complete, the interface is enabled and interface configuration mode
IS exited.
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Ethernet and Serial Interfaces

 Ethernet interfaces are used as gateways for the end devices on the
LAN directly connected to the router

« Serial interfaces require a clock signal to control the timing of the
communications

CISCQO 1841

A\ 4

Fouter (config) #interface FastEthernst 070 Router [config)finterface Serial 07070
Fouter (config-if)$#ip address 19Z.168.10.1 Z535.255.255.0 Router (config-if)$#ip address 19Z.168.11.1 Z535.255.255.252
Fouter (config-if) #no shutdown Router (config-if)#olock rate 56000
Fouter (config-if)$exit Fouter (config-if)#no shutdown
Fouter (config)$ Router (config-if)fexit
Router (config)$
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Interface Description

An interface description indicates the purpose of the interface

A description can assist in determining the devices or locations
connected to the interface

Circuit and contact

Information can also
be embedded in the
Interface description

A description provides
useful information for
support personnel to
understand the scope
of the problem which
can lead to reaching a
resolution faster

Copyright © 2008

Router (config) #interface FastEthernet 0/0
Router (config-if) #description Building B Sales LAN
Router (config-if) fexit T

Description is all text after this Interface description used for internal

space network documentation

Router (config) #interface Serial 0/0/0 l
Router (config-if) fdescription To Perth CKT-PT27834365-01
Router (config-if) ffexit

Description is all text after this
space

Version 4.0

Ch11-
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Configuring a Switch

A LAN switch is an intermediary device that interconnects segments
and devices within a network

— physical interfaces do not have an IP address

— unlike a router where the physical interfaces are connected to different
network segments

« Switch interfaces are enabled by default
— no shutdown command is not required

Switchéconfigure terminal
Switchiconfig)$#interface FastEthernet 1/0
Switchiconfig-i£) $description To TAM awitch
Switchiconfig-i£) $exit
Switoh(config)$hostname Flour Bluff

Flour Bluff{config)#exit -

Flour Bluffs
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Configuring a Swi

 The address for a switch is assigned to a virtual interface
represented as Virtual LAN interface (VLAN)

— this is the VLAN 1 interface
— allows the switch to be accessed via telnet, ssh or web services
— the VLAN 1 interface is enabled with the no shutdown command

 The switch needs a gateway address to communicate outside the
local network

— the gateway address is assigned with the ip default-gateway command

Switoch¥configqure terminal

Enter configuration commands, one per line., End with CHTL/E.
Switchiconfig)$#interface wvlan 1

Switch(config-if)#ip address 192.168.1.2 255,255.255.0
Switchconfig-i£)#no shutdown

Switchiconfig-if)$exit

Switchiconfig)#ip default-gateway 152.168.1.1
Switchconfig)$axit

Switch#¥

Copyright © 2008 Version 4.0 Ch11-43
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The Ping Command

 The ping command is an effective tool to test connectivity
tests the protocol stack by pinging the loopback address (127.0.0.1)

Copyright © 2008

tests Layer 3 of the
OSI model to Layer 2
and then Layer 1

uses ICMP to check
for connectivity

does not pinpoint the
nature of the problem
but helps to identify
the source of the
problem

Pinging the local host confirms that
TCP/IP is installed and working on the
local network adapter.

C:\>ping 127.0.0.1

- ‘

Pinging 127.0.0.1 causes a device
to ping itself.

Version 4.0

===

Connect using
B9 VIA Rhine || Fast Ethetnet Adapter

Thes connection uses the following tems:
¥ /81005 Packet Scheduler ”

v
|2 ¥ Intetnet Protocol (TCPAP) |

&l >

(_iostat. | [ et | [ Propeses |

Descrption
Allows your compuler L0 sccess tesources on & Microsolt
network.

3

[¥] Show icon mn notification area when connected
[¥] Notify me when this connection has fmited or no connectivity

[ox J[ concel |
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|OS Ping Indicators

e The “1I'” (exclamation mar k) 1 ndi ca
— ping completed successfully and verifies Layer 3 connectivity

e The “.7" (period) i1 ndicates a ti1 me
— a connectivity problem occurred somewhere along the path

— a router along the path did not have a route to the destination and did
not send an ICMP destination unreachable message

— ping was blocked by device security

e The *“U” l ndi cates an | CMP unr each

— arouter along the path did not have a route to the destination address
and responded with an ICMP unreachable message
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Verifying the Router Interfaces

« The show ip interface brief command provides a more abbreviated
output than the show ip interface command

— provides a summary of the key information for all the interfaces
— the Status column shows the operational state at Layer 1
— the Protocol column indicates the state at Layer 2

— an administratively down in the Status column can be enabled with the
no shutdown command

Eooterlishow ip interface briaf

Interface I[P-Pddress oY Methad Status Pratooal
FastEtherret (/0 192 . 168254 254 YESZ  HVEAM up g
FastEthernetd 10 unassigoed YRS uanset ot Herwm
Beciall/ 050 172 .18, 0.254 YRS  HVEAM up ug
Beriall/0,/1 unassicned YES  jansest administratively down  deown

192.168.254.250
50/0/D

= 172.16.0.254
192.168.254.254
192.168.254.1

FaliD
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Testing Router Connectivity

« The ping and traceroute commands are used to verify the Layer 3
connectivity

Copyright © 2008

Fruter] fping 192,168 .254.1

Typs escaps soequence to sbort,
Sending 5, 100-byke ICHMP Echos to 192 16B.254.1, timeout is 2 seconds:
1 I 1

Sucoepss rate is 100 percent (5/5), round-trip mindawg/max = 172/ m=

Footer] ttraceroube 192.168.0.1

Typs escaps soequence to abortk,

Tracing the cowte to 152 168.0.1
1 172.16.0,253 B msec 4 msec B omsec
2 10.0.0.254 16 msac 16 msec B omsec
301920680010 16 msec * 20 msac

192.168.254.1

102.168.254.250

Version 4.0

S0/
FelfD 172.16.0.254
192.168.254.254
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Verifying the Switch Interfaces

« The show ip interface brief command can be used to verify the
condition of the switch interfaces

— |IP address is applied to the VLANL interface

— an interface is down when no device is connected to it or the network
interface of the connected device is not operational

Switchldehow ip interface brief

Intoerface IP-Addrans OE? Me=thod Status Protoool
Vlanl 192 16B. 254 2350 YES manual ap up
FastEthermet0/1 unass igned YES unset dowm devwr
FastEthermetd/2 unass igned YTES unsek  up ng
FastEthernet(/3 unams ignesd TES wunmet  up up

Coubput omithesd>

102.168.254.250

S0/
- FelfD 172.16.0.254
192.168.254.254
192,168.264.1
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Testing Switch Connectivity

« The ping and traceroute commands are used to verify the Layer 3

connectivity

Switchliping 192,168.254.1

Type= emoape sequence: to abort,
Sencding 5, 100-byte ICMP Echos o 192 16B.254.1, timeout is 2 seconds:
[} ) I [} )

Success rate is 100 percent (5/5), round-trip mindavgfmax = 17274 ms

Switchl Mtraceroute 192.168.0.1
Type esoaps soquence to abort,
Tracing the route to 152 168.0.1
1 152 168,254,254 4 mmes ? msec 3 msec
2172 16.0.253 8 mmec d mmen Bomsec
3 10.0.0.254 lg mmec 16 mmec B msec
4 152 168.0.1 18 mmec * 20 msec

102.168.254.250

500/
172.16.0.254

Fa0'D
192.168.254.254

192.168.254.1

Copyright © 2008 Version 4.0
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Testing The Local NIC Assignment

* Verify the host NIC address is bound and ready for transmitting
signals across the media by pinging its own IP address

— this test verifies that the NIC driver and most of the NIC hardware are
working properly

Cohwripoonfig fall

Physical Address. .. _ .. .._.._...: O0QE_170E_C177

T
DNE Bervers.._........c-.c-c.--...> O.0.0.0

C:\>ping 10.0.0.5

C:oh =n ing 10.0_.0.&E

Pinging 10.0.0.5 with 3 bytes of

Feply from 10.0.0.5: by
Beply from 10.0.0.5:
Beply from 10.0.0.E&:
Peply from 10.0.0.5: by

Minimuwm = fms, Maximum = léms, Awverage = lOms
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Testing Local Network

* Ping each host one by one on the LAN

— asuccessful ping verifies the local host and remote host are properly
configured

— a Destination Unreachable message or Request Timed Out message

indicates a failure
10.0.0.254/24

 Router IOS offers an
“extended” pmgd e
command

C:\=ping 10.0.0.3

Router#ping 10.0.0.5/24

Protocol [ip]: 10.0.0.1/24
Target IP address:10.0.0.1
Fepeat count [5]:

Datagram size [100]:
Timeout in seconds [Z2]:5 10.0.0.4/24 10.0.0.2/24

Extended commands [n]: ¥
10.0.0.3/24
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Testing Gateway and Next Hop

e Test the host’s connectivity to

 Use the IOS to test the next hop of the individual routes

— determine the next hop by examining the routing table from the output of
the show ip route command

. . ECHO REQUEST
e Security applied to the /
. ECHO REPLY
router interface may A 50 s
. Ping Local Gateway 255.255 55,255,255,
prevent it from o o BIISIBGteway
responding to echo Address
requests . = oonzme [ — -
10004 D 255.255.255.0 || mempee e mrmsem oo
255.255,255.0 " A e
10.0.0.2 10.0.0.3 0 J:-q” :-:-I-::m
255,255.255.0 255.255,255.0 S 10.0.0.1
Host IP Address Ppepr 10.0.0.254
= [ e
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Testing Remote Connectivity

* Begin by testing the outside interface of the local router
« Next ping the outside interface of the remote router
« Verify the connectivity to the remote hosts

C:\»ping 1%2.168.0.253
Z‘:\h-ping 122.168.0.254 P|ng each hwmma
Cihvrping 10.0.1.254 remoba host
Cihv»ping 10.0.1.1
Fad/o Fali
Fal/1 192.168.0.253 192.168.0.254
255.255.255.252 255.255.255.252
10.0.0.254 10.0.1.254
255,255.255.0 255.255.255.0
[ - 1.253
10.0.1.2
10.0.0.1 A 10.0.0.253 10,011 g. 255 255 255.0
255.255.255;“ 1':.11'0.2 255.255.255.0 255255_2550 1110.1 ,2 - ) -
255.255.255.0 255.255.255.0
Copyright © 2008 Version 4.0
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Trace to a Remote Host

 The only successful response was from the gateway on RouterA
* Trace to the next hop timed out

RouterC RouterD

Trace from a router

RouterAftracercute 10.1.0.2

Y

10.1.0.254/24
RouterA

10.0.0.254/24

10.1.0.1/24

10.1.0.2/24
Host 2

Trace from & host C:v>tracert 10.1.0.2

10.0.0.1/24 10.0.0.2/24
Host 1

Ci\>tracert 10.1.0.2

Tracing route to 10.1.0.2 over a maximum of 30 hops
1l 2 mz 2 ms 2 w3 10.0.0,254

2 % * ¥ RHequest timed out.

3 % * ¥ Hequest timed out.

4 ~C
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Testing The Network

* Ping to the remote host at 192.168.11.1 failed

e Perform a tracert to the
remote host

 Examine the local host
configuration with
Ipconfig

RouterC FouterD

192.168.11.254/24

Routers

A ping from Hostl to a 192 168.23 254/24
comect gateway address

succeeds.

192.168.11.1/24

192.168.11.2124

IP hddress. . . . : 182,168.23.3
C:y=tracert 192.165.11.1 192 168.23.3/24 Subnet Mask . . . : 255.255.255.0
Tracing route to 192.168.11.1 owver a maximum of 30 hops Hostl Default Gateway . : 102.168.23.253
1l * % % RBequest timed out. *
2 % % ¥ Request timed out. A ping from Host1 fails because the wrong
3 A0 gateway address is configured on the host.
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Basic Network Baselines

A baseline is a process for studying the network at regular intervals
to ensure that the network is working as designed

— details the health of the network at a certain point in time
* Measuring the performance at varying times and loads will assist in
creating a picture of the overall network performance

 One method of creating a baseline is to copy and paste the results
from an executed ping, trace or other relevant commands into a text
file

FEB 2, 2007 08:14:43

£:Y>ping 10 66 254.158

Pinging 10.66.254.159 with 32 bytes of data:
_________

Reply from 10.66.254.159: bytes=32)time<lms, TTL—J.EB

Reply from 10.66.254.159: bytes= 32 tima<lms 'I"I'I.—liﬂ

Reply from 10.66.254.159: bytas-!-? tima<lms, TTL—l‘JB

Reply from 10.66.254.159: bytes=32)time<lms, I TTL=128

_________

Copyright © 2008

MAR 17, 2007 14:41:06

Version 4.0

c:\>ping 10 66 254 158§

Pinging 10.66.254.159 with 32 bytes of data:

Reply from 10.66.254.15%: w:es-az:lﬁéizﬂ; TTL=128
Reply from 10.66.254.15%: bytes= 32| time<éms, TTL=128
Reply from 10.66.254.159: b'_r.rtu-s-H-Z | time<Ems |, TTL=128
Reply from 10.66.254.15%9: b}rtus—ﬂ-z | time<6ms , TTL=128

________
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Basi ¢ Networ k Basel

 Host capture
— copy the output from the command line window and paste it into a text

file
— run the same test over a period of time and save the data each time

e 10S text capture
— active configuration and command outputs can be saved to a text
document using a terminal emulation program

P oo oo T
File View Call | Transfer Help In the terminal session:

Edt
.Q.Ig.l Ql_a.l A Receive Fie. .. | = 1. Start the text capture process.
2 Issue aping <ip addresa: command.
Send Text File... Pause 3. Stop the —
: cap Process.
Capture to Printer
- 4. Save the text file.

interface o
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Capturing and Interpreting Trace Information

e Trace is used to trace the steps, or hops, between hosts

« Data from a trace can be added to the data from the ping commands
to provide a combined picture of network performance

Copyright © 2008

Crihwrtracert www.olsoo.oom

Trazocing route to www.clsco.com
over z maximum of 30 hopa:

WO -] O LN s L R3O

10

1z
13

1 ma
20 m=
20 ms
7% m=
7% ma

227 m=
227 m=
225 mz
236 m=

241 m=
238 ms
230 mz
240 m=

<1
20

-1
s D

=
EEEEEREEER

=1 ma
20 m=

20 m=
78 m=
79 ma
227 ms
227 ms
226 ma
233 m=

240 ms
239 ms
240 mz
248 ma

[1908.133.219.25]

19z2.188.0.1

nexthop.wa.ii.net [203.59.14.18]
gi2-4.per-gvl-bdrl.ii.net [Z203.215.4.3Z2]
gil-14-0-0.ayd-ult-corel. ii.net [203.215.20.2]
202.139,19,33

Z03.208.148,17

203.208.149.34

Z0B.30.205.145
zsl-bb2i-ana-8-0-0.zprintlink.net [144 . 232.9,23]

sl-bb25-37-9-0.sprintlink.net [144.232,20.,159]
sl-gwl-37-10-0.sprintlink.net [144.232.3.114]
144, 228.44,14

zdce-dnzbb-gwl.cizco.com [1ZB.107.239.89]
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Learning About Nodes on the Network

 The arp command provides physical addresses mapping to IPv4

addresses

— the arp cache is only populated with information from devices that have

been recently accessed
e Aping sweep scans a
specified range of IP

addresses to collect MAC
addresses

— constructs a table of
responding hosts by
|P address and MAC
address

Copyright © 2008

C:\ =arp -a

Internet hddress

10.0.0.2
10.0.0.3
10.0.0.4
10.0.0. 254

Version 4.0

10.0.0.254/24 ‘ a

10.0.0.5/24

10.0.0.1/24

10.0.0.4/24
10.0.0.2/24

10.0.0.3/24
Phy=ical Rddress Type

00-08-a3-hb6-ce-04
00-0d-56-09-fh-d1

dynamic
dynamic
dynamic
dynamic

IP- MAC Address Pair

00-12-3f-d4-6d-1b
00-10-Th-e7-fa—-ef

A
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Hosts Connected to a Switch

e The show mac-address-table command provides a mapping of
hosts connected to a switch

e Fa0/23 interface <w1-2950y show mac-address_table

indicates either a Mac address Table
shared segment or Vin  ueoaMews T Mo
. all 00l4_aBag. ATRO STATIC CET
a connection to an M1 oe.asas.gmso  smmie o
. . . All 0100.0cce. cood ETATIC CET
intermediary device M1 000.0cad.ddd  smac  cm
h h b i ::g;";:::'zg ME :::ﬁi Multiple devices connected
suchas anu ’ 1 0006.5has . dfcd DYHAMIC Gios2 to Fal/23
: 1 0006 .5bdd . 6fea DYHAMTC FaQfz3
wireless access L o006 s 100 Dommre  teorss | <
. . 1 0006.5bdd. 72fd DYHAMIC Fadfz3
pOlnt or SWltCh 1 0006.5bdd.73b0  DYNAMIC Fa0/23
1 000e . Oche. 2b51 DYHAMTC Fads2
1 ooof_af28.bThs DYMAMT T Fadflge
1 0011.1165. BacE DYHAMTC Fadfl
i 0013.720b. 40c3 DYHAMTC Fadfis
1 OORO.9120. 1766 DYMAMTC Fadfe
1 00a0.c949. T02a DYHAMT T Faofls
1 O0cO.b770. 6clS DYHAMTC FaQfzz
1 O0chH. b7 70. GoBa DYHAMTC Fadsz1l
1 00cO._b770. 6oBE DYMAMT T Faofzo
1 O0ed.laesg. 0987 DYHAMIC Fao/s17
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